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System presentation 



Wifi Interception 



Modern means of communication such as mobile and fixed access to 
the Internet, constantly expanding the possibilities for criminal use 
of new media. Communication via the Internet complicates the 
implementation of the lawful interception of communications 
because of the multitude of technologies. 

WiFi allows mobile access to Internet through wireless connections in 
several places, which confronts the authorities and security 
agencies with additional difficulties. 








Positioning 



Tactical system 

- Remote sensor & separated 
processing: SMI NT, transportable 
all protocols 

- Integrated sensor & processing: 
DUMB-0, ultra portable, mail only 

Sensor range of products: 

- Wifi: casperT 

- IPDVB: DI-BRIDGE 

- ADSL: dstap 

- ETH: cooper or fiber tap 





Interception Wifi 





• Automatic Network Search 

Mapping automatically accessible 
\ networks 

Breaking automatic WEP key (WPA 
with FPGA hardware option) 

Point d’acces publique 

• Selection of the target network the interception: 




Listening mode TAP (treatment in 
line with a SMINT) 

Recording local hard disk, replay 
later on SMINT 




Caracteristiques principales 



Intercept all protocols 

Product in the form of 
"appliance" 

Technical complexity hidden 

Performance in a compact 

Dedicated to changing 
missions, mobile or intermittant 




“stand-alone” mode 

Low power: 5V 

Removable display for field 
mission programing 





Technical data 



CASPER: interceptions on wireless network 

802.1 1/b/g 

• automated WEP key search 

• Search Automated WPA key (hardware option) 

• Geolocation using GPS (optional material) 

• Encryption of recordings 

• low consumption (<15W) 



